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ABSTRACT

A novel density-based distance measure and an outlier detection
method using evolutionary search are presented in this paper. A
fitness function based on nearest neighbor distances is proposed
and the genetic recombination operators are designed to achieve a
balance of exploration and exploitation in the nearest
neighborhood space. The methodology is tested on datasets of
varying sizes (small to moderate) and dimensionalities and
performance is compared to existing evolutionary methods for
outlier detection.
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General Terms
Algorithms

Keywords
Outlier Detection, data density, genetic algorithm, nearest
neighbor distance

1. INTRODUCTION

Identifying outliers is central to data mining activities such as
credit card fraud detection, voting irregularity analysis, and
network intrusion among others where the outlier is an object of
interest. This is in contrast to supervised and unsupervised
classification tasks where outliers impede system performance
and should therefore be removed or ignored. In either case,
detection of outliers is of paramount importance. The task of
outlier detection in data can be categorized into three groups — (1)
statistical methods which assume a priori knowledge of the
distribution of the data and outliers are defined as data objects that
do not belong to the distribution, (2) deviation-based methods
(also called spatial methods) which identify outliers as those
objects whose spatial attributes deviate significantly from the
main characteristics of the data, and (3) the most popular distance-
based methods which identify outliers simply according to
distances to nearest neighbors. In this approach, an object in a
dense region of data will be close to its neighbors while a
potential outlier will have relatively fewer points in its immediate
neighborhood. The advantages of defining outliers using distances
are that no explicit statistical distribution needs to be defined and
that they can be applied to any feature space for which a distance
measure can be defined [2]. An obvious disadvantage of using
nearest-neighbor based techniques is the computational burden — a
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simple nested loop will be of quadratic complexity. Researchers
have proposed improved data structures, data preprocessing and
indexing techniques to deal with this issue [3]. In this paper, an
improved density-based distance measure is proposed to be used
with an evolutionary search algorithm for outlier detection. The
density-based distance measure will be shown to reduce the
number of pairwise computations needed to identify an outlier. A
novel recombination operator that exploits the density-related
information is also proposed to be used with the evolutionary
algorithm.

2. METHODOLOGY

Consider three objects in a two-dimensional data: A (0, 0), B (1.5,
2.6) and C (3, 0) such that C is in a sparse region of the data. The
pairwise Euclidean distances between the three objects is the same
(= 3 units), and unless distance computations with all other
objects in the dataset are performed, C will never be identified as
a potential outlier. However, if data density around the objects is
considered the distances AC and BC can be weighted so as to
reflect the fact that C’s attribute values (3, 0) are in a sparse
region of the data. The distances between objects is defined such
that for each attribute, the distance is made up of two parts — a
simple Euclidean distance that measures how far in the feature
space the objects are, and a density-based component based on
Lancaster’s modified mean valued y” transformation [7] inversely
related to the immediate density of the attribute, which relates
directly to the observed frequency of the feature (in case of
categorical or nominal features) or the frequency of the bin (in
case of continuous numerical features). Another advantage of this
modified distance measure is attribute distances for categorical
attributes can be combined with those for continuous attributes.

2.1 Representation

An n-integer representation is used where # is the cardinality of
the dataset (every object is labeled from 1 to 7). The value of the
i™ gene represents the nearest neighbor of the i™ object. The
nearest neighbor is defined in terms of the modified distance
measure that combines a Euclidean measure with a density-
dependent measure of distance. As an example for n = 5, an
individual [21235] decodes to a solution where object labeled 2 is
the nearest neighbor of objects 1 and 3, and object 1 is the nearest
neighbor of object 1, object 3 is the nearest neighbor of object 4
and object 5 is its own nearest neighbor. As will be described
later, genes which self-refer themselves (such as the object 5
being its own nearest neighbor) will be prohibited by a mandatory
mutation. The idea is to generate an integer string that captures
nearest neighbor information as effectively as possible. As can be
seen this representation is unwieldy for very large datasets. For
such datasets a representation similar to the one in [5] can be used
where the size of the integer chromosome is variable. A
chromosome encodes for & outliers where & varies from individual



to individual in the population and the i gene in the chromosome
to the label of the i outlier.

2.2 Fitness Function

A chromosome is assigned a fitness value inversely proportional
to the sum of nearest neighbor distances encoded in it. If a
chromosome encodes for the optimal (or a near-optimal) solution,
the sum of nearest neighbor distances will be less than one that
does encodes for a sub-optimal solution. However, to be valid, an
object should not be allowed to refer to itself as its nearest
neighbor. If & outliers are sought, the n nearest neighbor distances
in a fit individual can be sorted and the genes with the largest &
distances can be identified as the outliers.

2.3 Recombination

A modified uniform crossover operator with a predefined
probability is used as the primary source of variation in the
evolving population. For two parents selected for crossover, the
crossover operator compares nearest neighbor distances for each
position, and the offspring inherits the allele which represents the
smaller distance. For example if [21234] and [34151] are selected
for crossover, the crossover operator compares if the object
labeled 1 is closer to object 2 or object 3. If object 1 is closer to
object 2 than it is to object 3, then the offspring chromosome will
inherit 2 as the allele for the 1% position, and so on. A mutation
operator is also used to mutate positions with a predefined
probability as a secondary source of variation. In addition the
mutation operator is also used in a corrective mode — to modify an
allele if a self-reference is found. In order to amplify the
exploitation component of the search, a few experiments were
conducted with the mutation operator switched off after a certain
number of generations.

2.4 Initial Population

An initial population is created randomly by assigning allele
values to genes (while explicitly avoid self-referencing). Another
method initialization method investigated for moderately-sized
datasets (higher dimensional datasets) is clustering using k-means
to identify clusters and then assigning allele values to individuals
in the initial population from its own k-means cluster. A simple
Euclidean measure is used as the distance function with the initial
k-means step. Although, this adds complexity to the algorithm, it
is shown to speed up convergence and improve performance.

2.5 Selection and Evolution

A mating pool is created by using a fitness-proportional selection
operator. Parents are selected at random for crossover from the
mating pool and an offspring population of half the size of the
parent is created. The new population is created by retaining the
top half (fitness) of the existing parent population and replacing
the bottom half by the newly created offspring population. The
evolution is continued till a fixed number of generations or until
the average fitness of the population stabilizes (which happens
quickly in the absence of mutation later on in the evolution
process).

3. RESULTS

In the first series of experiments, five benchmark datasets from
statistical outlier detection literature are tested to tune algorithm
parameters. The performance is compared to a Least-Squares (LS)
error-based genetic algorithm for outlier detection as reported in
[5]. It was found that when the initial population was created
using k-means, the average number of iterations to convergence
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reduced by a factor of 1.5-2.0. In almost all the runs, the mutation
operator was switched off completely after a fixed number of
generations. Two synthetic datasets (n = 1600) of different
dimensionalities are also tested to validate parameters identified in
the first series of experiments. Both datasets include objects
generated from three Gaussian distributions with uniformly
distributed outliers. The outliers occupy sparse regions in a two
dimensional plane (first dataset) and in 12-dimensions (second
dataset). In the third series of experiments, two actual datasets —
the yeast dataset from UCI Machine Learning Repository [6], and
2010 traffic volume data for major California highways [4]. The
yeast dataset has 1484 instances in 6-dimensions while the
highway dataset has 7089 instances (after checking for missing
values) in 4-dimensions. In the yeast data, the algorithm was able
to identify the most unrepresentative objects of the 10 yeast
groups for small values of k. In the highway data, the algorithm
consistently identified 6-7 outliers, which are believed to be
erroneous measurements in the data. Complete results on all
datasets will be reported in the detailed version of this paper [1].

4. DISCUSSION AND FUTURE WORK

A novel density-based distance measure for use with an
evolutionary search algorithm for outlier detection in moderately
sized data is investigated. The algorithm is substantiated with
experiments on datasets of varying degree of complexity and
initial results are encouraging. Future work includes developing a
methodology to automatically identify the right number of outliers
(k) from the components of the fitness formulation. For & outliers,
the gradient of the ™ nearest neighbor distance measured with
respect to the (k—1)™ distance will be the largest for uniformly
distributed outliers in normally distributed data. This aspect will
be investigated in subsequent work. The potential of a varying k-
integer representation will also be investigated.
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