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ABSTRACT

We describe a design paradigm for developing autonomic
computing systems based on an analogy with the natural
immune system, and show how current approaches to de-
signing autonomic systems could be enriched by considering
alternative design processes based on cognitive immune net-
works.

Categories and Subject Descriptors

Computing Methodologies [Artificial Intelligence]: Dis-
tributed Artificial Intelligence
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1. INTRODUCTION

With increasing advances in technology, systems compris-
ing of many components must increasingly be managed au-
tonomically — it is straightforward to envisage many sys-
tems in which it is either not practical or not feasible for
a human to provide continuous input. The first manifest
for autonomic computing was proposed by Kephart et al.
in [3] and presents a novel paradigm for designing systems
that are able to Self-Manage, i.e. autonomously heal, repair,
organize and configure in order to overcome both hardware
and software faults. Such systems should also optimize their
performance in dynamic environments if the stability of the
system is threatend. Several design blueprints have been
proposed as guidelines for system engineers, with all of them
focussing on different levels of autonomicity.

This work is motivated by the recognition that paradigms
outside of those traditionally considered in Autonomic Com-
puting might provide insights that enable new frameworks
to be built. In particular, we show that it is possible to en-
hance the standard design methodologies used in autonomic
computing by integrating a completely different design pat-
tern that takes inspiration in bio-inspired computing: more
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specifically the cognitive immune network as theorized by
Cohen in [2]. The immune system is composed of large and
heterogeneous cells with no central control, highly scalable
and able to deal with previously unknown situations — fea-
tures that are often sought in Autonomic Computing. In
particular, the structural properties of the immune system
have relevance for those kind of autonomic systems that deal
with ensembles: a potentially large set of often heteroge-
neous components (such as robots or software agents). We
propose a formal framework that encapsulates the method-
ology and steps that should be followed to realise a practical
implementation of a bio-inspired autonomic system.

2. INTEGRATING AUTONOMIC COMPUT-

ING AND AIS

The framework brings together the MAPE-K (Monitor
Analysing Planning Execution - Knowledge) model proposed
by IBM in [4] and the Cognitive Immune Network described
by Cohen in [2]. Table 1 provides a mapping between the key
concepts of the two models on which the framework depicted
in figure 1 relies. The outline of this framework was first de-
scribed in [1] where a swarm-robotic application was studied
in order to test the concept that an immune-network could
be used to switch between coordination patterns within a
swarm as the environment varied. The reader is directed
to [1] for a full discussion of these results which formed a
proof-of-concept of this work and informed the more formal
and generic framework presented here.

In the model, an antibody consists of a tuple represent-
ing the conditions part describes the current environment as
sensed by an individual, an action indicating a behavioural
coordination-pattern that should be employed and the ez-
pectation of the expected utility of performing an action. An
antigen represent perceived conditions and an affinity mea-
sure represents the distance between the perceived condi-
tions and an antibody’s condition field. Each element of the
ensemble contains a network of interconnected antibodies
in which the concentration of each antibody varies through
feedback and results in the antibody with highest concen-
tration executing its action. Experience (in the form of an-
tibodies) is shared between elements within range of one
another, enabling elements within proximity of each other
to update their knowledge based on others experiences.

Experience suggests that the coordination patterns cho-
sen by the designer should share common behaviours; this
enables one process to act as scaffolding for more than one
coordination pattern, i.e. one response can essentially be
built on top of another response. Individuals within the en-



Table 1: Mapping the immunological to the computational terminology for autonomic computing

Cohen’s Cognitive Model

MAPE-K feedback loop

Body maintenance and protection

Managed resources

Receptor and image repertoire
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Affinity between environmental signals and immune
agents
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Figure 1: A schematic representation as a guideline
for design and metadynamics for the hybrid model
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semble can employ different patterns and act simultaneously
— the ensemble does not have to agree on a unanimous deci-
sion. Furthermore, adaptation of the networks should take
place following an evaluation time that is long enough to
reflect performance of the ensemble as a whole.

3. CONCLUSION

Through reverse engineering of a practical application,
we have developed a formal framework for developing auto-
nomic systems, based on a design pattern borrowed from the
natural immune system, recognising commonalities between
both systems. The framework has been previously tested in
swarm robotic application and now needs to be applied to a
range of practical applications within autonomic computing.
Nevertheless, it provides the first elaboration of a potential
method of combining ideas from two different fields in which
the relevant and most useful components from each field are
integrated into a single model.
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