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ABSTRACT

The Tagged Visual Cryptography Scheme (TVCS)! adds tag
images to the noise-like shares generated by the traditional VCS
to improve the shares management of the traditional VCS.
However, the existing TVCSs suffers visual quality of the
recovered secret image may be degraded and there may be pixel
expansion. This study proposes a Threshold Adaptive Tagged
Visual Cryptography Scheme ((k, n)-ATVCS) to solve the above-
mentioned problems. The ATVCS encryption problem is
formulated in a mathematical optimization model, and an
evolutionary algorithm is developed to find the optimal solution to
the problem. The proposed (k,n)-ATVCS enables the encryptor
to adjust the visual quality between the tag image and the secret
image by tuning parameters. Experimental results show the
correctness and effectiveness of this study.

CCS CONCEPTS
*Security and privacy — Visual Cryptography; *Computing
Methodologies —Genetic programming

KEYWORDS

Visual cryptography, tagged visual cryptography, adaptive tagged
visual cryptography, optimization, genetic algorithm.

1 INTRODUCTION

The Threshold Visual Cryptography Scheme ( (k,n) -VCS)
encrypts a secret image into n meaningless noise-like shares [1].
During decryption, the secret image can be recovered by stacking
any k of n shares in order to restore a secret image. The Tagged
Visual Cryptography Scheme (TVCS), which adds an additional
tag image to the shares, and folds each share can reveal the tag
image such that the shares can be identified to improve the
friendliness of VCSs [2, 3]. This study proposes a pixel-
expansion-free Threshold Adaptive Tagged Visual Cryptography
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Scheme ((k,n)-ATVCS) that uses a systematic encoding method
to provide adjustability for TVCS.

2 THE (k,n)-ATVCS ENCRYPTING PROCESS

The proposed (k,n) -ATVCS uses a two-phased encryption
process, as shown in Fig. 1. The first phase embeds each tag-
image (TM) by (2,2)-ProbVCS [4] and generates a Transient-
share (T) which has the same size of secret image, i.e. double the
size of the tag-image. A tag-pixel is encrypted as two share-pixels
by (2,2)-ProbVCS; then the two corresponding share-pixels will
be placed in two coordinates symmetrized to the folding line in
the T-Share. Phase 2 modifies the pixels of T-Shares to yield
Tagged-Shares (TSs). Finally, folds a TS can reveal the embedded
tag image and stacks k TSs can recover the secret image.
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Fig. 1: ATVCS encrypting procedure

As shown in Fig. 1, although both Transient Shares (T) and shares
of VCS have the same noise-like appearance, the pixel
distributions for a set of T and for shares of a specific VCS (or
ATVCS) are quite different. For example, codebook (Cy =
{1 o 1101 1 1] and C;={[1 1 0]", [1 o 1]7,
[0 1 1]"}) and chosen-probability set (F° = {0.5,0.5} and
F' ={1/3,1/3,1/3}) are used to construct a (2,3)-ProbVCS.
The pixel distribution pattern, iB(n — i)W, indicates there are i
black pixels and n — i white pixels distributed among n shared
pixels. Vector [1 1 0]7 was selected from C; for sharing a
black secret pixel, shares 1, 2 and 3 will get a black, black and
white pixels, respectively. The pixel distribution pattern for the
shares will be 2B1W. On the other hand, the pixel distribution in
n T-shares that were generated independently is totally
independent in Phase 1. Suppose each T has the same pixel
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density d, the probability of pixel distribution pattern iB(n — i)W
can be calculated as following:

PE =()xd x(1 -

In general, while any two T-shares are stacked, each pixel
distribution pattern will uniformly appear in the stacked image.
Hence, it is almost impossible to reveal any meaningful image by
stacking two shares together. Hence, in Phase 2, the encryption
process generates n Tagged-Shares by modifying the pixels of the
T-Shares based on Modification-Matrices that are designed for
sharing a secret image [5]. Modification-Matrix M®(M') is a (n +
1) X (n + 1) matrix for sharing white (black) secret pixels in a
secret image. Modification probability mg | (ml-l’ ) 0<i<n0<
j<n, is an element of M® (M!) and is used to alter the
distribution pattern of n pixels that have the same coordinates in n
T-shares from iB(n — i)W to jB(n —j)W. The Modification-
Matrices not only influence the visual quality of the tag image and
the recovered secret image, but also relate to the construction of a
secure VCS. In this study, the Modification-Matrices designing
problem is formulated as a mathematical optimization model, and
an evolutionary algorithm is developed to solve the problem [6].
The proposed algorithm encodes candidate solutions, M® and M?,
as chromosomes as below. The fitness function is defined as
contrast of the recovered secret image directly. Tuning parameters,
P max and d, are used to verify feasibility of a new chromosome.

A chromosome

| msp... My | | ml,...m%, | mbg...mb | | T o |
Matrix M° Matrix M!
3 EXPERIMENTAL RESULTS

In the experiment, an encryption results are demonstrated for
evaluating visual effects of the ATVCS. Then, the visual quality
of ATVCS are compared with previous studies. The population
size is 50. The crossover and mutation probabilities are 75% and
0.05% (for each row of modification matrix). The parent and
survivor selection mechanisms are best 2 out of random and
replace worst, respectively. The algorithm stops when the fitness
improvement remains under 0.1% in last 10 generations.

Given the space limitation, (2,3)-ATVCS is used as an example
in this paper. In this experiment, images “IMAGE”, “TAG 17,
“TAG 2, and “TAG 3” are used as the secret image and three tag
images, respectively. First, the (2, 3)-ATVCS encryption result of
the proposed method is validated. Parameters p 4, (maximum
pixel altering probability) and d (pixel density for Tagged-Shares)
are set to 0.15 and 0.5, respectively. Fig. 2 shows that the
proposed (k,n)-ATVCS algorithm is proved feasible.

Experiment 2 presents comparison results of the previous studies
of Wang&Hsu [2], Wu&Sun [3], and the proposed (k, n)-ATVCS.
Taking the (2,3) sharing scheme as an example, the preset
parameters are pPpq, = 0.15 and d = 0.5. The experimental
results are shown in Fig. 3. In terms of the visual quality of the
recovered secret images (Fig. 3(a)~(c)) and the recovered tag
images (Fig. 3(d)~(f)), the performance of the proposed ATVCS
is better than others.
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Fig. 2:(2, 3)-ATVCS experimental results. (a)~(c) results of
stacking any two tagged shares. (d)~(f) recovered tag images.
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Fig. 3: Comparison results of (2,3)-ATVCS. (a)~(c) recovered
secret images of ATVCS, Wang&Hsu, and Wu&Sun,
respectively. (d)~(f) recovered tag images of ATVCS,

Wang&Hsu, and Wu&Sun, respectively.

4 CONCLUSION

In order to provide TVCS with an adjustable encryption mode,
this paper proposes an ATVCS for users to tune parameters
(pmax and d), meaning trade-off can be implemented for the
secret and tagged recovered image contrast, and the encryption
scheme is more flexible. According to the experimental results,
the shares generated by the adjustable method are free of the pixel
expansion problem, and the recovered secret and tag images have
better visual quality than previous methods.
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