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ABSTRACT!

In the paper, a Role Mining problem, which is the cornerstone for
creating Role-Based Access Control (RBAC) systems, is
transferred to the domain of data spaces. RBAC is the most
widespread model of access control in different multi-user
information systems, including critical infrastructures. The data
spaces is the perspective concept of creating information storage
systems, which transforms the concept of databases, integrating in
one system the information resources from other systems, and
allows us to control their security on a centralized basis. The
paper considers a mathematical statement of the RBAC design
problem for data spaces and offers the approaches to its solving
based on genetic algorithms. The proposed approaches consider
requirements of compliance with role-based security policies in
case of combining all users’ sets and all permissions’ sets in the
data space. The paper considers main decisions on creation and
enhancement of genetic algorithms which implementation
increases their operational speed. The experimental assessment of
the offered genetic algorithms shows their high performance.
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1 INTRODUCTION

Nowadays, one of the perspective directions on creating
storage systems in critical infrastructures is implementation of
data spaces [1]. The data spaces assume that different information
systems, which are a part of a critical infrastructure, are integrated
together in the common space. At the same time, the user’s sets
and sets of information resources come together in the conditions
of preserving the access control policies realized in the original
local information systems. As a result, any user of the data space
can get access to any information resource of the data space [2].

Role-Based Access Control (RBAC) is an access control
model which is the most widespread in different multi-user
information systems. The RBAC model has many varieties and is
well supported by different developers of information security
tools [3]. The main idea of the RBAC model consists in
changeover of the “users — permissions” mapping to the
sequentially connected mappings “users — roles" and "roles —
permissions”. This idea was offered in [4]. The RBAC model
found wide popularity, because of its application simplifies the
design of access control schemes and reduces the administrator's
costs on their reconfiguration.

The problem of searching the "users — roles" and "roles —
permissions" mappings, meeting the requirements of the access
control policy, received the name Role Mining Problem (RMP),
and is a difficult problem from the Data Mining area [5]. Many
works offer different statements, methods and algorithms of its
solving [6, 7]. Considering that this problem is NP-full, in our
previous works [8-10] the genetic algorithms, which were
intended both for original design, and for reconfiguration of
RBAC schemes [11], were suggested.

The essential feature of solving RMP in the data spaces is that
in this case it is necessary to consider the following additional
restrictions. First, the same user can be a user in different local
information systems integrated in the data space. Secondly, the
same information resource can be available to users in different
local information systems. Thirdly, the common RBAC scheme of
the data space shall integrate the RBAC schemes of local systems.
At the same time, the requirements of access control policies, set
in local RBAC schemes, shall not be violated in the common
RBAC scheme.

As a result, the Role Mining problem in the data space
becomes anew problem, which has two directions of their
solving. The first direction is related to combining local access
control policies to a common policy and its use as initial data for
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solving the problem of the RBAC scheme design by the known
methods, including genetic algorithms. The second direction is
related to combining local RBAC schemes in the initial common
RBAC scheme. In this case local RBAC schemes can be
considered as additional elements of initial data in case of solving
the problem of reconfiguring the RBAC scheme. The first
direction is selected when the Role Mining problem for the data
space is solved in off-line mode, and the second one — for on-line
mode.

Comparative assessment of results of the problem solution for
both directions is one of main goals of the paper. The other goals
are as follows:

(1) Mathematical statement of the problem of the common
RBAC scheme formation in the data space and development of
methods of its solving;

(2) Development and enhancement of genetic algorithms to
solve the problem in the statement offered,

(3) Implementation of the test bed and the experimental
assessment of offered genetic algorithms.

The main theoretical contribution of the paper consists in the
following.

First, the mathematical background for the common RBAC
scheme formation in the data space, which describes the problem
statement and possible methods of its solving, are offered.

Secondly, the advanced genetic algorithm is suggested to
solve the problem by the method related to serial reconfiguration
of the initial version of the common RBAC scheme. The proposed
enhancements are related to adaptation of the fitness function of
the genetic algorithm to the restrictions imposed from the data
space.

Thirdly, the developed test bed considers conditions of
combining local RBAC schemes that allows us to increase the
reliability of estimates received during modeling.

Further structure of the paper is as follows. Section 2 provides
the overview of related works. Section3 considers the
mathematical foundations of the problem. Section 4 discusses the
issues of development of the genetic algorithms. Section 5
presents the testbed and the experimental results. Conclusions and
future research directions are outlined in section 6.

2 RELATED WORK

The papers [5, 7] show that different versions of the RMP
statements (Basic RMP, Edge RMP et al.) are the NP-full
problems. These versions differ from each other in the criteria for
assessment of the access control scheme.

Various approaches were proposed to solve different versions
of RMP. In [12-13] simple heuristic algorithms for solving RMP
in the Basic option are suggested. These solutions are based on
combinatorial algorithms. The papers [14-15] offer probability
models to reduce the complexity of the solution. However, in case
of this approach the high accuracy of the problem solution is not
guaranteed. An approach based on clustering model for Boolean
data is offered in [16]. This paper shows that it can be applied
only for separate versions of the RMP. The cluster based approach
was considered in [17]. However, a lack of this work is the need
of accounting the additional parameters characterizing business
processes and needs of users. The cost-driven approach is
proposed in [18], where the criterion considering administration
expenses is used. We will use this criterion to create the fitness
function in one of the offered genetic algorithms.

There are works in which the issues of creating the role-based
access control models in the data spaces are considered. In [19-
20] the integrated RBAC model for the adaptive flow system is
offered. The distributed RBAC model was suggested in [21]. The
paper [22] shows that in case of storing the heterogeneous data in
adata space it is necessary to make simple requests with
associations of similar resources. We implement this principle in
our paper. In [23] an approach to integration of secure information
by web-based framework is considered. This and other works
considered above show that the topics of access control in data
spaces is rather novel. At the same time, there are no works where
the issues connected to Role Mining in data spaces are considered.

There are works in which the possibility to apply the genetic
algorithms for the access control and computer security is
investigated. For example, in [24] authors apply genetic
algorithms for access control of web services. However, these
problems are less difficult than RMP. In [25] the architecture of
intrusion detection system, where the genetic algorithm uses both
temporal and spatial information of the generated rule set, is
considered. However, in this system the genetic algorithm is
standard. In [26] the genetic algorithm is used for solving the
multi-objective optimization problem. In this paper the network
architecture is searched, and the parameters of Medium Access
Control protocol that achieve the Pareto-optima are calculated.
However, in this task the variables have scalar values; therefore,
this task is less difficult than RMP. In [27], the genetic algorithm
for selecting a minimal number of optimally positioned monitors
to capture network traffic is applied, and one chromosome with
binary elements is used.

The review of related works shows that, despite existence of
individual methods and algorithms of solving RMP, including
genetic algorithms, in known works the issues of the uniform
RBAC scheme formation and applying genetic algorithms for
these purposes are not considered.

3 MATHEMATICAL BACKGROUND

Let the data space integrates S local information systems. In
each s-th local system (s = 1, ..., S) the access control scheme
RBAC; exists which is set as follows (designations are taken from
[5, 12]):

RBAC = <U,, PRMS,, ROLES,, UA,, PA>, (1)
where Ug = {usi },i =1l,...,mg,mg = |US| is a set of users in s-th
local system; PRMS = {psj},j =1,..,ng, g =|PRMSS| is aset
of permissions; ROLES = {”sl },l =1,....kg, kg =|ROLESS| is
aset of roles; UA, is abinary mapping between sets U; and
ROLES;; PA, is a binary mapping between sets PRMS; and
ROLES,.

Let us represent the mapping UA, between the set of users Uy
and the set of roles ROLES; as the mg x kg Boolean matrix X, in
which 1 in cell {i/} indicates the assignment of roles / to user i.

Let us represent the mapping PA, between the set of roles
ROLES; and the set of permissions PRMS; as the kg xng Boolean
matrix Y.

Existence of mappings U4, and PA, between the sets of users,
roles and permissions allows us to say that there is a mapping

UPA, between the set of users U, and the set of permissions
PRMS, which can be represented by the Boolean matrix A;.



The matrix A, defines the given initially mapping which is
defined by a security policy of the s-th local system and which
needs to be executed by means of the access control scheme
RBAC,.

The essence of forming the access control scheme RBAC,
consists in search of such matrixes X, and Y in case of which the
following equality would be fair:

X;®Y; =Ay, @)

where the symbol ® denotes Boolean matrix production.

The matrix equation (2) has very large number of solutions.
Therefore, when finding X, and Ys, it is necessary to consider
additional criteria. The most known criteria are: (1) minimum
quantity of roles; (2) minimum summary quantity of unit elements
in matrixes X, and Y.

Finding solutions to the equation (2) with taking into account
these and/or some other criteria is the NP-full problem of Boolean
Matrix Factorization [28] known as Role Mining Problem (RMP)
[5, 7]. RMP version when we account the first criterion is named
as the Basic RMP, and the RMP version when we account the
second criterion is named as the Edge RMP.

Formally, the first criterion can be represented as:

|ROLES| = min . ?3)
The second criterion is as follows:
|UA| +|PAg| = min . 4)

Further in our paper we will use the criterion of the Basic
RMP. In case of the criterion of the Edge RMP or other criteria of
RMP, the further reasoning is similar.

The common access control scheme RBAC in the data space
by the analogy with expression (1) is set as follows:

RBAC = <U, PRMS, ROLES, UA, PA>, (5)
where U :UUS is a common set of users of the data space;

PRMS =| JPRMS is a common set of permissions; ROLES is

a common set of roles; UA is a binary mapping between the sets U
and ROLES; PA is a binary mapping between the sets PRMS and
ROLES. The mappings UA and PA define the mapping UPA
between the sets U and PRMS.

By the analogy with the mappings in local RBAC schemes,
we will represent the mappings UA, PA, and UPA by Boolean
matrixes X, Y and A, respectively.

Then the problem definition on formation of the common
access control scheme RBAC will be as follows.

Initial data are:

(1) {RBAC; }, s = 1, ..., S — a set of local access control
schemes;

2) A= UAS — a common access control policy in the data
space combining local policies.
It is needed to find the following matrices X and Y:

X®Y=A, (©)
|ROLES|=> min . 7)
At the same time, the following restrictions are considered:

(1) The combination of sets of users and the combination of
sets of permissions

U=\JUy, PRMS =| JPRMS; ; (8)

(2) The fairness of expression (2) in relation to each RBAC;.

Let us explain this problem statement graphically on the
example of combining two local information systems in the data
space. Let one system have the access control scheme RBAC,
shown in Fig. 1-a, and the second one — the scheme RBAC, shown
in Fig. 1-b.

a) RBAC, b) RBAC,

U, ROLES, PRMS, U,

ROLES, PRMS,

Figure 1: Access control schemes RBAC; and RBAC,.

For convenience of further discussion it is necessary to
consider that in the schemes RBAC, and RBAC, the cardinalities
of the appropriate sets of users, powers and roles coincide. At the
same time, the users u3 and u, are included into the both sets U,
and U,, and the set U=U, U U, consists of six elements.
Similarly, the permissions p, and ps are included into the both sets
PRMS, and PRMS,, and the set PRMS = PRMS, U PRMS,
consists of eight elements. Sets of roles ROLES, and ROLES,
have no common elements. Each of these sets consists of three
elements.

For search of the matrixes X and Y according to (6), it is
necessary to know the matrix A. The process of creating A is
shown in Fig. 2. This matrix is created as A =A; U A,. The
matrixes A; and A, are received according to (2) from the
matrixes X, Y, X,, and Y, which represent different mappings
which are available in Fig. 1.

Knowing the matrix A, the solution of the problem of
formation of the uniform access control scheme RBAC in the data
space can be found by the following two methods:

(1) Solving the problem of the RBAC design according to
criteria (6) and (7);

(2) Solving the problem of the RBAC reconfiguration,
considering that initial values of matrixes (X, Yy), are received
by joining (Xj, Y;) and (X,, Y»).

The order of creating (X, Y() is shown in Fig. 3.

Blue color shows the interconnections between sets of users,
roles and permissions in the scheme RBAC, and their place in the
scheme RBAC.

In case of the first method of solving the problem, the known
methods, for example, genetic algorithms are used. The result
contains the matrixes X and Y corresponding to criteria (6) and
(7). This method in case of large dimensionality of the problem,
that is characteristic for the data space, requires a big time. During
solving the problem, the work of access control system is stopped.
Therefore, it is necessary to apply this method in off-line mode.



1 2 3 4 5
1 1 1
2 1 1 1 1
3 1 1 1 1
4 1 1 1 1 1
Matrix A 4 5 6 7 8
3 1 1 1 1
%. 4l 1 1 1 1 1
% 5 1 1 1
6 1 1 1
Matrix A,
1 2 3 7-? 6 7 8
1 1 1
2001 | 1| 1 1
3l 1| 1 1|1 1|1
4 1 | 1|1 | 1] 1| 1]1]1
5 1 1| 1
6 11| 1

Matrix A = A1 oo A2

Figure 2: Creating the matrix A.

RBAC,

U ROLES, PRMS;

Union

Uy ROLES, PRMS,

Figure 3: Creating the common access control scheme RBAC.

In case of the second method of solving the problem, a serial
transition from the scheme RBAC), set by means of (X0, Y0), to
the new scheme RBAC', set by means of (X',Y’), with the
quantity of roles smaller on 1, is carried out.

At the same time, such solution is selected, that provides the
minimum number of changes that should be made upon transition
from (Xo, Yo) to (X', Y’'). As a result, the second method does not
require stopping the operation of the access control system. It can
be executed in on-line mode.

The conditions of the transition from (X, Y,) to (X', Y') are
registered as follows:

(1) Each pair of matrixes (Xo, Yo) and (X', Y') satisfies to
expression (6).

(2) If to designate the quantity of roles in the scheme (Xo, Yo)
as |[ROLES,| and the quantity of roles in the scheme (X', Y') as |
ROLES''| then the following equality shall take place:

|[ROLES,| - |IROLES'| = 1. ©)

(3) The condition of the minimum changes in the RBAC
scheme upon transition to the scheme (X',Y’) is set by the
following criterion:

[Xo ® X'||1 +|Yo® Y’||1 —> min, (10)

where the symbol @ denotes “exclusive OR” and the operation
||B||1 is the L;-norm [7] that defines the number of nonzero
elements in the matrix B.

The example of transition from the scheme (X, Y,) to the
scheme (X', Y') is given in Fig. 4.

U ROLES PRMS

Figure 4: Transition to new scheme RBAC'.

Fig. 4 shows that in the new scheme RBAC' the role r, is
removed from the set of roles ROLES. However, to conform to
requirements of the expression (6), the links (u3, ,,) and (722, p4),
which are highlighted in red color, are added to the scheme.

As a result, the condition (9) is satisfied, and the number of
the changes, made in the scheme accordingly (10), is equal to
seven (two added links and five links deleted together with role
72.1). Therefore, owing to the small number of necessary changes,
the transition to the scheme RBAC' does not require stopping the
operation of the access control system and can be executed in on-
line mode.

Now let us consider how genetic algorithms for solving the
problem according to the first and second methods are created.
For simplicity of further references to these algorithms, let us give
to them the following designations: GA-MI 1is the genetic
algorithm implementing the first method of solving the problem,
GA-M?2 is the genetic algorithm implementing the second method
of solving the problem.

4 GENETIC ALGORITHMS

4.1 Algorithm GA-M1

4.1.1 Structure of the GA-M1.
As the first method of creating the RBAC scheme for the data
space consists in the use of genetic algorithms for searching the



solution of the Boolean Matrix Factorization problem written in
the form of (6)-(7), the algorithm GA-M1 will correspond to the
genetic algorithms considered in our earlier works devoted to their
application for solving the RBAC design problem, for example,
[29]. Therefore, we confine ourselves to a brief description of the
algorithm GA-M1.

The algorithm GA-M1 has classical structure [25] and
contains the following units:

(1) generation of initial population;

(2) execution of the current iteration containing the crossover,
mutation and selection operations;

(3) algorithm termination.

The features of GA-M1 operation distinguishing it from the
classical decisions are as follows:

(1) structures of chromosomes;

(2) fitness function;

(3) execution of the crossover, mutation and selection.

4.1.2 Chromosome structure.

For creating chromosomes in the algorithm GA-MI1 the
following enhancements are used:

(1) multi-chromosomal approach,

(2) use of matrix columns as genes,

(3) internal coding of genes in the form of numerical values.

In accordance with multi-chromosomal approach, each
individual in the population of the algorithm has not one, but two
chromosomes. One of these chromosomes Chry encodes the
matrix X, and the second chromosome Chry — the matrix Y. Such
approach allows us to get rid of shortcomings, which will take
place if the individuals have only one chromosome consisting of
elements of both matrixes X and Y. These shortcomings are the
low convergence of the algorithm and complexity of
implementation of the crossover operation for the chromosomes
having different length. Besides, among the new individuals who
are turning out as a result of the crossover there is a very high
percent of "spoilage" when new individuals are not suitable for
RBAC in the physical sense and are excluded from further
evolution. In case of the multi-chromosomal approach the percent
of "spoilage" will be small.

Use of matrix columns as genes has two essential advantages.

First, it allows reducing and aligning the length of
chromosomes in comparison with the case when as genes of
chromosomes the 0-1 elements of Boolean matrixes are used. The
length of the chromosomes Chry and Chry will be identical and
equal to the quantity of roles in the current RBAC scheme.

Secondly, it allows reducing the percent of "spoilage" in the
crossover output if the individuals having different quantity of
roles are used in the crossover.

Internal coding of genes in the form of numerical value is
accepted for the purpose of simplification of program
implementation of the algorithm. In computer memory the genes
are stored not as columns, but in the form of decimal numbers.
For example, if the column of the chromosome Chry is a column
(010100)", then the decimal number 20 corresponds to it. Internal
representation of genes in a decimal form is required for their
storage. External representation in a form of matrix columns is
required for computation of fitness functions and execution of the
crossover and mutation operations.

Representation of genes of the chromosomes Chryx and Chry
in internal and external formats for an example of the RBAC
scheme shown in Fig. 3 is given in Fig. 5.

1.1 12 13 21 22 23 11 12 13 21 22 23
1 1 1 1 [ 1
2| 1 1 2| 1 1 1
3 1] 1|1 311
4l 1 1|1 4 1 1 1
5 1|1 5 1 1
6 1 6 1
- 7 1 1
Matrix X 8 1 1
Matrix Y

gs gs

Chri(RBAC) = (20, 8, 46, 10, 6, 5) Chry(RBAC) = (204, 208, 72, 19, 3, 28)

Figure 5: Representation of chromosomes Chry and Chry.

4.1.3. Fitness function.
The following expression is used as the fitness function:

K
ag = 2 XV, (11)

/=1

n m
FGa—pmi =wik+wy 30 Y
i=1j=1

where k is a quality of roles in the RBAC scheme, which is
reflected by the current individual of the algorithm; {a;} are the
elements of the given matrix A; {x;} are the elements of the
matrix X; {y;} are the elements of the matrix Y; w, and w; are the
weight coefficients. Between the weighting coefficients the ratio
w1<<w, is set. This ensures that during the algorithm GA-M1
firstly the solutions meeting the condition (6) are searched, and
then the solutions with smaller & values are generated.

4.1.4. Features of the crossover, mutation and selection.

The individuals from the current population for the crossover
are selected according to the given probability of the crossover
Weoss Which is a parameter of the genetic algorithm. All
individuals of the population with equal probability are exposed to
the choice. It allows achieving the maximum separation of the
directions of search for solutions and, in our judgment, promotes
the increase in convergence of the algorithm.

In case of the crossover each of the chromosomes Chry and
Chry of the selected individuals-parents will be exposed to the
division into two parts from an accidentally selected point of the
crossover and to further exchange of these parts. All possible
options of exchange are considered. As a result, four individuals-
descendants will be on the output of the crossover, they are added
to the current population.

If two individuals-parents with different quantity of roles are
exposed to the crossover, then in this case the necessary quantity
of empty roles is added to the RBAC scheme with smaller
quantity of roles. The columns corresponding to empty roles are
located in the end of the chromosomes Chry and Chry. As
aresult, in case of crossing such individuals the individuals-
descendants making a physical sense always turn out. The percent
of "spoilage" is minimal.

The individuals for the mutation are selected according to the
probability W, which is a parameter of the genetic algorithm.
Two selection procedures are performed. The first procedure
selects genes from the chromosomes Chryx and Chry with the
probability W,,,. These genes will be the subject to changes. The
second procedure with the probability W, selects the elements
from the columns which values then are inverted. The
probabilities W, and Wy, are the algorithm parameters as well.



The new individuals received as a result of the crossover or
the mutation get the value of the fitness function calculated
according to (11) and are added to the current population.
However, before this procedure, the check of new chromosomes
on uniqueness concerning the individuals already available in
population is made. If this check was unsuccessful, then the new
individual is excluded from further reviewing. The size of the
population is constant for all iterations and is equal to N, that is
the algorithm parameter. The individuals who are exceeding the
quantity Np,, and having the greatest value of Fgav; are deleted
from an the algorithm.

4.1.5. Initial population and termination.

Initial population has the size N,,, and is generated in a
random way in case of the fixed values of n and m. At the same
time, the quantity of roles & changes accidentally in the range
[1; n]. The genetic algorithm was terminated in case of achieving
the given maximum number of iterations. This quantity depended
on the dimensionality of the problem.

4.2 Aaroputvm GA-M2

The algorithm GA-M2 provides finding the scheme RBAC' (as
shown in Fig. 4) in which the quantity of roles is one less in
comparison with the initial scheme. Therefore, the difference of
the algorithm GA-M2 from the algorithm GA-M1 consists in the
following two aspects: (1) function fitness; (2) all individuals in
the population have the identical length of chromosomes Chry
and Chry which is equal to the quantity of roles in the initial
scheme RBAC,. Therefore, for the algorithm GA-M2 we will
consider only the fitness function Fgayp. It is as follows:

FGa—m2 =wF +wy(k—k'+1)+ w3 F3, 12)

m K n K
Fi =3 Y0z @xy|+ Y Y[p0, @ . (13)
i=li=1 j=1i=1

> (14)

n om k
Fy=3% Ylag =2 xu)'y

i=1j= I=1

where {x0;} and {y0;} are elements of the matrices X, and Y,
respectively; {x';} and {)';} are elements of the matrices X' and
Y', respectively; &' is a quality of roles in the scheme RBAC" wy,
wy and w; are weight coefficients, between which the ratios
wi<<w, and w,<<w; are set. This ensures that during the
algorithm GA-M2 firstly the solutions that meet the condition (6)
will be generated, then — the condition (9), and at last — the
condition (10).

5 TESTBED AND EXPERIMENTS
5.1 Testbed

The testbed was developed for assessment of the developed
genetic algorithms GA-M1 and GA-M2. C# was used for
implementation. The structure of the testbed is given in Fig. 6.

The testbed consists of the following modules:

(1) Imitiator in which the initial data and parameters of the
genetic algorithms are entered. One of the elements of the initial
data is S — a number of local systems in the data space.

{n,, my}
e Generator

Initiator

S, Nyopr Wl Wi W1, W2 {RBAC.\-},l{A.S}

Genetic Algorithm Engine

GA-M1 A=A, GA-M2
X i Y
Evaluator
v v
Operational speed Administrative costs

Figure 6: Test bed structure.

(2) Generator that generates local schemes {RBAC;}, based
on the values {n,, m,} transferred from Initiator, and creates the
local access control policies {A} for them.

(3) Genetic Algorithm Engine which implements the
algorithms GA-M1 and GA-M2 allowing us to find the matrixes
X and Y and the common access control scheme RBAC for the
data space. In this module, the matrix A defining the common
access control policy in the data space is created.

(4) Evaluator which assesses the developed algorithms on
indices of operational speed and administrative costs.

The testbed has the following functions: (1) generating
{RBAC} and {A} for local systems; (2) finding the solution of
the problem of the uniform RBAC scheme design according to the
algorithm GA-M1; (3) finding the scheme RBAC’according to the
algorithm GA-M2; (4) assessment of the efficiency of the
algorithms GA-M1 and GA-M2.

The efficiency of the genetic algorithms is defined by two
indices: operational speed and administrative costs. The first
index is defined by the number of the iterations of the algorithm
required to solve the problem. The second index is applied only to
the GA-M2 assessment. It shows the number of necessary changes
which should be made to pass to the new scheme RBAC’ It is
calculated according to the expression (5).

5.2 Experimental results

5.2.1 Evaluation of the GA-M1 algorithm.

Evaluation of the operational speed of the genetic algorithm
GA-M1 was carried out taking into account the change of the
following parameters: (1) the quantity of the local information
systems integrated in the data space, (2) the dimension of the
problem, (3) coefficients of generality of users and permissions
presented at the local RBAC schemes.

The quantity of the local information systems S during the
experimental assessment of the genetic algorithms had the
following values: 2, 3, 4, and 5. The bigger value of S was not
considered, as we believed that § = 5 is rather great value to
define regularities of change of the efficiency indices for the
developed genetic algorithms. The number of users ms and the
number of permissions 7, were equal to the appropriate values m
and n of the selected dimensions in each of dimensions.

The coefficient of users and permissions generality m shows
the proportion of users or permissions, which are common, i.e. are
present also at other local information systems. In experiments,
this index had the following values: = = 0.1; 0.2; 0.3. Great values
were not considered as, on our opinion, in this case each user



(permission) in each local system will also be present at least at
one other local system.

For each combination of the problem parameters, the
experiments were conducted 10 times, and then we calculated the
average value. At the same time the dispersion of values in
statistical selection did not exceed 10 percent.

Results of operation speed evaluation for the algorithm GA-
M1 are depicted in Fig. 7. The analysis of these data allows us to
draw the following conclusions.

First, in case of equal values 7 (m = 0.1) the algorithm GA-M1
has the largest operational speed in case of the most small value
S'=2, and the smallest speed — in case of the greatest value S = 5.
It is caused by the fact that the higher the value S, the greater the
quantity of users (permissions) in the access control scheme
RBAC. The same dependence can be seen also in case the value §
does not change (S = 5), but the value w changes. In case of bigger
value = 0.3, the operational speed of the algorithm becomes
greater and vice versa. It is caused by the fact that the higher the
generality coefficient 7, the greater the number of common users
(permissions) and, therefore, the lesser their total quantity in the
data space.

a)n=0.1 h)S=5
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Figure 7: Results of the algorithm GA-M1 evaluation (¢ — 7 =
0.1, S is various; b — S =5, m is various).

It is necessary to mark the nature of increase of operational
speed of the algorithm in case of increase of & or reduction of S. If
to determine the dimension not by couple of values (m, n), but by
the value of L = mxn, it is possible to note that for the algorithm
GA-M1 the dependence of the number of iterations on the
dimension is the almost linear. It means that the developed genetic
algorithm is rather powerful method to generate the common
access control scheme RBAC in the data space, which, as was
stated above, belongs to the NP-complete class.

5.2.2  Evaluation of the GA-M?2 algorithm.

The algorithm GA-M2 was evaluated on two indices: (1) the
average quantity of iterations 7y, required to find the new scheme
RBAC’, having the quantity of roles, smaller on 1; (2) the average
number of changes A,, in the scheme RBAC), needed to transit
from RBAC, to RBAC". Results of evaluation of efficiency of the
algorithm GA-M2 are depicted in Fig. 8 and Fig. 9. The analysis
of these data allows us to draw the following conclusions.

The operational speed of the algorithm GA-M2 also increases
under the linear law in case of change of the problem dimension
and the parameters S and © as well. It confirms the conclusion on
high efficiency of the algorithm in case of solving the problem
belonging to the NP-complete class.
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Figure 8: Results of the evaluation of the average number of
iterations T, for the algorithm GA-M2 (¢ —nt =0.1,
S'is various; b — S =5, @ is various).
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Figure 9: Results of the evaluation of the average number of
changes A,, for the algorithm GA-M2 (¢ —n=0.1,
S is various; b — S =5, w is various).

Comparing the number of the iterations required for the
complete solution of the problem by means of the algorithm GA-
M1 and finding the intermediate solution by means of the
algorithm GA-M2 it is easy to note that in the second case much
less iterations are required. For example, in case of S =5, 1= 0.1
and (m, n) = (35, 500), that is the most labor-consuming case
among the considered variants, the algorithm GA-MI requires
about 20000 iterations, and the algorithm GA-M2 — no more than
100. It means that the security administrator can apply the
algorithm GA-M2 in on-line mode.

Evaluating, at the same time, the number of changes needed to
make with the initial access control to pass to the intermediate
scheme RBAC, it is possible to claim that this number is also not
very high. Therefore, the security administrator can realize such
changes in real time (in online mode). The access control system
of the data space at the same time will not stop its operation.

Thus, the received experimental results on assessment of the
overall efficiency of the developed genetic algorithms GA-M1
and GA-M2 showed their high operational speed and good
scalability, i.e. ability to save the linear dependence of operational
speed from dimensions in case of the big dimension of the
problem. At the same time, the algorithm GA-M2 looks for the
intermediate solution much quicker, than the algorithm GA-M1
looks for the final solution of the problem. In other words, it is
necessary to use the algorithm GA-M1 off-line and the algorithm



GA-M2 — on-line. Therefore, the security administrator shall
make a conscious choice of these algorithms for creating the
uniform role-based access control policy in the data space and
consider the received results of their experimental assessment.

6 CONCLUSIONS

The paper presents a new approach to solve the problem of
cresting the uniform RBAC scheme in the data space of critical
infrastructure, integrating several local information systems with
local RBAC schemes. The sharpness of this problem is caused by
two reasons. First, combining users and permissions of local
systems in the data space significantly increases the dimension of
the problem. Secondly, it is necessary to consider the restrictions
peculiar to the data space. These restrictions concern the need of
accounting the common users and permissions and preserving the
local access control policies in the data space as well. Two types
of the genetic algorithms are developed to solve the problem. The
first algorithm (GA-M1) is oriented on solving the traditional
RMP problem for which combining of local access control
policies is an element of initial data. The second algorithm (GA-
M2) is oriented on serial improving of the RBAC scheme with the
minimum administrative costs. The experimental assessment of
the algorithms, carried out on the testbed specially developed for
these purposes, showed, firstly, their high efficiency and
scalability. Secondly, it demonstrated that the algorithm SA-M1
should be used in off-line mode and the algorithm GA-M1 could
be used on-line. Thereby the security administrator can make a
reasonable choice of the necessary algorithm proceeding from the
results of the experimental assessment.

The further research relates with transferring the offered
genetic algorithms on new access control domains and
investigation of an opportunity to use other varieties of the bio-
inspired algorithms for solving the problems of design and
reconfiguration of access control schemes. Besides, we plan to
apply the developed genetic algorithms in the specific domain of
critical infrastructure, for example, in smart city.
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